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1. Introduction 

1.1. Motivation 

The Internet is a well-established phenomenon of modern society. Its uses can be observed 

in all aspects of our everyday lives. These observations are backed by analysis and forecasts 

from [1], showing growth of the annual rate of global IP traffic from 1.5 Zettabytes (ZB) in 

2017 to 4.8 ZB in 2022. Mobile data traffic will grow twice as fast than fixed IP traffic with 

growth from 9% in 2017 to 20% in 2022. The largest share of global IP traffic belongs to IP 

video. In 2017 it accounted for 75% share and in 2022 its predicted rise is to 82% of IP 

traffic. This growth is made possible due to a few factors. One is the growth of Internet users 

worldwide from 45.3% in 2017 to 59.7% projection for 2022, as well as an increase in 

average traffic per capita per month from 16.2 Gigabytes (GB) to 49.8 GB for the same 

timeframe. As it has been said, video represents the largest share of IP traffic and quality of 

video is predicted to rise. Ultra HD video share will rise to 20.3% from 3.7% and HD to 

56.2% from 36.1% in the already mentioned period. 

When it comes to mobile data traffic statistics from [2], video represented 60% of mobile 

traffic in 2018 and is expected to rise to 74% in 2024, as shown in Figure 1.1. Mobile video 

traffic continues to grow driven by increased viewing time, advance toward higher 

resolutions, higher number of users, especially in developing countries, and adoption of 

embedded videos and streaming services as a mean of information consumption.  
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Figure 1.1 Mobile data traffic by application category per month [2] 

The emergence of streaming platforms and social media such as YouTube, Netflix, and 

Facebook pushes video traffic to record numbers. YouTube and Facebook are the most 

commonly embedded videos on other websites [3], thus contributing to their growth apart 

from the large userbase they already have. Globally, Netflix has the highest application 

traffic share of 15%, followed by HTTP media stream of 13% and YouTube taking the third 

place with 11.35% [3]. YouTube, apart from taking a large share of IP traffic, has great social 

impact as well. Diverse types of content and a growing community serving as a form of 

social media make its inclusion into our everyday lives seamless. Every day, a billion hours 

of videos are watched, with 1.9 billion logged-in users on a monthly basis [4]. Also, 70% of 

YouTube watch time comes from mobile devices. 

With such a large number of users, the problem of Quality of Experience (QoE) arises and 

it has to be managed in order to deliver the best possible experience to users. QoE is 

subjectively perceived quality of a service, in this case YouTube [25]. YouTube implements 

the HTTP Adaptive Streaming (HAS) principle, meaning that each video has multiple 

quality representations, with a specific one being served to the end user based on multiple 

parameters such as bandwidth estimation and device limitations [5]. There are multiple 

implementations of HAS with one such done by Moving Picture Experts Group (MPEG), a 

working group of authorities formed by ISO and IEC to set standards for audio and video 

compression and transmission [23]. MPEG-Dynamic Adaptive Streaming over HTTP 

(MPEG-DASH) is the only implementation recognized as an international standard [24] and 

it is used by YouTube. 



 

3 

With all things said, analysis of YouTube features and its traffic is of great interest in 

monitoring and optimizing QoE, and in optimizing network providers’ resources. There are 

certain obstacles with the analysis of YouTube traffic from a network provider perspective 

since the traffic is encrypted and transmitted over HTTPS. Since the network traffic is 

encrypted, it is impossible to directly estimate features of such traffic. Furthermore, HAS 

principle that YouTube uses is greedy, meaning it consumes the highest sustainable bitrate, 

putting additional stress on the network provider’s infrastructure. YouTube also uses QUIC, 

transport layer networking protocol which further complicates traffic analysis. QUIC stands 

for Quick UDP Internet Connection [26]. It is a multiplexed and secure transport atop UDP, 

optimized for HTTP/2 semantics and it is designed by Google. There is a benefit of 

multiplexing multiple streams over a single connection, but it also makes it impossible to 

distinguish different streams as the signaling header which indicates the stream identifier is 

also encrypted [6]. 

1.2. Related work 

This thesis continues an already well-established course of scientific research conducted at 

the Faculty of Electrical Engineering and Computing in Zagreb (FER) [15], [16], [17] and 

[18]. A lot of research has been done in order to understand various streaming services 

behavior, and systematically gather and process obtained data. Streaming services such as 

YouTube and Netflix were researched on Android and iOS platforms in simulated network 

conditions. Goal of these researches was estimating QoE by the key performance indicators 

(KPIs) of mentioned streaming services based on the analysis of encrypted network traffic 

with variations to methodologies and scope of research. Those variations include user 

interaction behavior and QUIC protocol with machine learning approach being used in all 

of the mentioned examples. Some of the KPIs that were analyzed are stalling events, initial 

delays, video quality switches and amount of the buffered video. With such solid foundations 

in the form of papers, equipment and set of best practices, this thesis seeks to further analyze 

YouTube behavior. Aim of this thesis is classifying YouTube’s buffer state and video 

delimitation based on the analysis of encrypted network traffic.  

At FER, a laboratory testbed has already been set up in the scope of research conducted prior 

to this thesis and was hence utilized to conduct necessary experiments conducted in the scope 

of this thesis. Furthermore, a tool that has been developed at FER is ViQMonWrapper [14] 

is used to capture stats from YouTube’s Stats for Nerds on client’s mobile device.  
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There are several papers that researched topics of interest for this thesis and from which 

some methods are taken, such as [9], [10] and [11]. Methods for classifying buffer states are 

present in [9] and [10], and in those papers, video playback parameters have been captured. 

One approach, as presented in [10], is to capture request events and their corresponding 

download phases, which are divided in 3 groups: Initial Burst, Best Effort and Steady. Initial 

Burst is characteristic to the beginning of video playback and is used to fill the buffer as fast 

as possible. Best Effort, according to [10], happens after the Initial Burst and is utilized to 

fill the buffer until the 60 seconds threshold of the buffer. Steady phase is the last phase and 

it is used to maintain stable buffer level. Different approach, used in [9], is to gather 

parameters not only from network traces, but from YouTube application as well. Gathering 

of YouTube application level parameters is used as in this thesis and as it is practice at FER. 

where ViQMonWrapper application is used for such data collection. Buffer states are 

classified as: Filling, Steady, Depleting and Unclear. Filling state occurs when the streaming 

rate is higher than video bitrate, meaning the buffer is filling. Matching streaming rate and 

video bitrate, signaling that buffer target level is reached is labeled as Steady phase. 

Depleting phase occurs when streaming rate is lower than video bitrate, resulting in decrease 

of the buffer level. Unclear is used to match all the other cases which do not fall into one of 

previously mentioned phases. As a part of this thesis, this approach will be used, but without 

the Unclear phase. Features collected from YouTube application and network traffic logs is 

labeled manually [9] and this is the approach used in this thesis as well. Machine learning 

algorithms are used in [9] to predict buffer state by training machine learning algorithms. 

Algorithms the previous paper used are Support-Vector Machine (SVM), k-nearest 

neighbors, AdaBoost, Random Forest and RUSBoost. Selection of algorithms varies in this 

thesis and algorithms used in this thesis are explained in the following chapters. Papers [9] 

and [10] analyzed the buffer state after the experiments were conducted but there is also 

possibility to analyze it in real-time as it is done in [11]. Buffer was emulated previously to 

train the machine learning algorithm, based on the stalling, and then applied to online 

classification done in real-time, enabling alerts to be sent with a goal to avoid stalling and 

increase QoE.  

Highlight of previous papers is classifying buffer state for YouTube HAS streaming. Those 

papers present approaches to classifying buffer state, ways to process obtained data and 

prepare them as an input for execution of machine learning algorithms. Paper that especially 

influences this thesis is Classifying flows and buffer state for YouTube’s HTTP adaptive 
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streaming service in mobile networks [9]. Another feature, that hasn’t been taken into 

consideration by already mentioned research is delimitation of video. Indicators whether the 

video has started its playback or if it is ending are also taken into consideration in this thesis 

and predicted alongside buffer state. Those indicators represent video playout phase and it 

can signal start and end of the video, as it is of main interest due to the fact that it is when 

bursts of buffering can be expected, and it impacts network resources the most. Therefore, 

those signals can be used to optimize network resources, while maintaining high QoE. Not 

all video can be labeled as start or end, as it only represents small fraction of video, so 

everything that doesn’t fall into those categories is labeled as other phase. 

1.3. Thesis structure 

This thesis addresses previously mentioned issues and present an approach to estimating the 

buffer state and playout phase of the Android YouTube client on mobile network. In the 

second chapter, the laboratory setup is explained alongside the used methodology to perform 

the experiment. An explanation of YouTube buffer state and playout phase characteristics is 

given in that chapter. The third chapter covers processing of data extracted from 

ViQMonWrapper and Wireshark. Results of processing are presented in this chapter as well. 

The fourth chapter introduces a data set prepared as input for training machine learning-

based classifiers. The fifth chapter is based on machine learning, its explanation, 

construction of models and execution of machine learning algorithms. A presentation and 

analysis of results are given at the end of that chapter. The sixth chapter discusses work done 

in the scope of this thesis and analyses future work that can be done as an extension of this 

thesis. Conclusions are given in the seventh chapter. 
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2. Methodology 

This chapter describes the test methodology that is used. The laboratory setup is shown and 

equipment and applications that are used are shown with their usage explained. The goal the 

performed measurements is to collect data from YouTube application and resulting network 

traffic, which is later processed and used as input dataset for training machine learning-based 

classifiers. Collection of data from multiple sources is described, and the basis for 

determining buffer state is shown and explained. 

2.1. Laboratory setup 

The laboratory setup used for conducting the experiments is shown in Figure 2.1. 

Android phone running YouTube 
application

WiFi router

PC for network traffic capturing

PC runnng IMUNES and bandwidth 
manipulation script

YouTube serversInternet

Net.Shark

 

Figure 2.1 Laboratory setup 

As a result of conducted experiment, 2 files are generated. File containing encrypted network 

traffic is generated on a PC specified for this purpose and file containing YouTube 

application parameters is generated on the mobile phone. These files have to be processed 

in order to extract classifiers used by machine learning. Those classifiers are estimated in 

time intervals that are specified before the processing. Generated files represent different 

datasets, that are independent of each other, but when processed, they can be combined into 

a single dataset needed for machine learning. Joining of those files is based on the 

timestamps which indicate exact time instance of specific event. Encrypted network traffic 

data is processed within specific time intervals, which are explained more thoroughly in 

upcoming chapters. Encrypted network traffic can be classified using the dataset generated 

on the mobile phone.  
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Apart from tools and equipment developed and used at FER, Wireshark [7] and Waikato 

Environment for Knowledge Analysis (Weka) [8] suite of machine learning software are 

used in this thesis. Wireshark is used to capture packets between mobile phone and 

YouTube’s servers and Weka will be used for generation of model based on captured and 

processed data. 

The Android phone that is used for these experiments is Samsung Galaxy S6. Applications 

that must be installed on the mobile phone, in order to reproduce this experiment, are the 

YouTube application and ViQMonWrapper [14]. ViQMonWrapper is an application that 

runs in the background while YouTube videos are played and collects data from Stats for 

Nerds parameters of the YouTube application and example of YouTube video with enabled 

Stats for Nerds can be observed in Figure 2.2.  

 

Figure 2.2 YouTube with Stats for Nerds enabled 

Parameters that are collected and used from data collected in such a way are video ID, 

timestamp and readahead. Those parameters are collected simultaneously with network 

traffic data with a goal of annotating network traffic application level data. Parameters like 

resolution and itag can also be collected but they aren’t relevant in the scope of this thesis. 

Itag is a unique ID that represents a specific representation of particular segment of the video 

in the context of YouTube[27]. Parameters are collected in intervals of 1 second, and data 

collected this way is saved internally on the mobile phone to a JSON format file, where each 

line represent parameters of one second. The mobile phone is connected to a wireless router 

which is connected to the Internet via a PC running IMUNES. 
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IMUNES, Integrated Multiprotocol Network Emulator/Simulator [12] is realistic network 

topology emulation/simulation framework based on the FreeBSD and Linux operating 

system. It was developed at the University of Zagreb, FER. In this thesis, it was run on a PC 

connected to the Internet and used to emulate variable bandwidth which was achieved via a 

previously developed script [14]. The script changes available bandwidth every second, 

simulating a real-life scenario of an LTE network, based on LTE bandwidth logs published 

in [28]. The logs were collected in different mobility scenarios, on foot, bicycle, tram, train 

and car and were obtained over a span of 5 hours. This script has 5 variations. Those 

variations are achieved by dividing initial bandwidth, as specified in the logs, with values of 

10, 20, 30, 40 and 50. This division was performed due to very good network coverage and 

without any alterations, probably no degradation of video playback quality would occur. 

Goal of this experiments is to collect diverse dataset, so those degradations are introduced 

artificially. 

Part of IMUNES script is shown in Figure 2.3. As explained, available bandwidth is changed 

every second. The given example shows the base script’s bandwidth divided by a factor of 

30. 



 

9 

while True: 

 os.system("jexec ie61a1 ngctl msg n0-n2: setcfg { bandwidth=471054 }") 

 os.system("jexec ie61a1 ngctl msg n0-n2: getcfg") 

 sleep(1) 

 os.system("jexec ie61a1 ngctl msg n0-n2: setcfg { bandwidth=749519 }") 

 os.system("jexec ie61a1 ngctl msg n0-n2: getcfg") 

 sleep(1) 

 os.system("jexec ie61a1 ngctl msg n0-n2: setcfg { bandwidth=860761 }") 

 os.system("jexec ie61a1 ngctl msg n0-n2: getcfg") 

 sleep(1) 

 os.system("jexec ie61a1 ngctl msg n0-n2: setcfg { bandwidth=1101985 }") 

 os.system("jexec ie61a1 ngctl msg n0-n2: getcfg") 

 sleep(1) 

 os.system("jexec ie61a1 ngctl msg n0-n2: setcfg { bandwidth=784775 }") 

 os.system("jexec ie61a1 ngctl msg n0-n2: getcfg") 

 sleep(1) 
 

Figure 2.3 IMUNES script snippet 

 

Wireshark is a tool that captures and analyzes packets. In this thesis it was used to aggregate 

traffic exchanged between the mobile phone and YouTube servers. It was run on a PC 

connected to Net.Shark.  

Net.Shark [13] is a device used for aggregating and mirroring network traffic and in this 

case, it is connected between the wireless router and the PC running IMUNES. This allowed 

mirroring of all traffic passing between the wireless router and IMUNES to a PC running 

Wireshark. This allows for in-depth analysis of network traffic generated between the mobile 

phone and YouTube’s servers. Wireshark data that is used in this thesis are source and 

destination IP addresses, packet size, and timestamp. 
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2.2. YouTube dataset 

A set of videos organized in a playlist were prepared for tests that were conducted. The 

playlist consisted of 10 videos and is shown in Table 2.1.  

Table 2.1 Video list and description 

Video ID Duration (s) Description 

zhWDdy_5v2w 60 Animated video 

KkY3JGDqMT8 133 Time lapse of nature 

9M6qfBtnvR4 185 Animated video 

zVHWhLme2NQ 255 Countdown video 

xTczn5RUgnk 310 Countdown video 

oTPZWpQ9pbA 372 Animated video 

QxCJa6xFLz4 420 Music video 

ReVeUvwTGdU 499 Time lapse vlog 

Mh5LY4Mz15o 540 Mixed content video 

6p_yaNFSYao 588 Time lapse of nature 

The first video was 1 minute long, the second was 2 minutes long, and each next video was 

approximately 1 minute longer than the previous one, with the duration of the final video of 

few seconds under 10 minutes. The last video had to be under 10 minutes to avoid potential 

advertisement interrupting playback of the video as this could have unwanted consequences 

on the integrity of the test for a specific video. Since the advertisement could occur anywhere 

during the video playback, collected encrypted network traffic between beginning and the 

end of video would also contain packets belonging to the advertisement and therefore 

features for specific video couldn’t be properly evaluated. However, since the playlist was 

played with the auto play option enabled between videos, advertisements occurred 

sometimes between 2 videos, but it doesn’t impact experiment as those instances simply 

weren’t taken in consideration directly, and only features of the videos added to the playlist 

are evaluated. Advertisements can be identified as different packet flows and separated from 
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the rest of the streaming data [9]. However, since the time interval, in which features are 

evaluated, are of varying length and in some cases encrypted network traffic belonging to 

advertisement is evaluated under the specific video’s features. 

2.3. Execution of experiment 

The test methodology consists of the following steps: 

1. Clear cache on YouTube application and enable Stats for Nerds option in YouTube 

application 

2. Start capturing network traffic on a separate PC using Wireshark 

3. Open ViQMonWrapper application and start the process for data collection 

4. Open YouTube application and start the playlist in landscape full screen orientation 

5. Turn off the screen when the playlist finishes, as turning off the screen stops the data 

collection on mobile phone 

6. Stop the network traffic capturing on a PC 

7. Export generated files for further processing 

The ViQMonWrapper is an application for the Android operating system. It was developed 

at FER and it allows easy and reliable extraction of YouTube Stats for Nerds statistics. The 

application runs in background during the video playback and extracts parameters of Stats 

for Nerds from YouTube application. Extraction is performed by automatic clicking on a 

link Copy debug info every second. All parameters are copied to clipboard and immediately 

written to JSON file. Once the video playback is over or there is no more need for recording, 

data collection is terminated by turning off the screen of the mobile phone. Complete  dataset 

is written to the JSON file and saved to the internal storage of the mobile phone.  

As mentioned in steps that have to be followed, Wireshark captures network traffic and 

generates pcap file on a PC that was used for capturing. Pcap file contains wide range of 

parameters that can be extracted, but only few are relevant for this experiment. Those 

parameters are source and destination IP addresses, packet size and timestamp, which is used 

for synchronization with file generated by ViQMonWrapper. 

Upon completion of the experiment, data can be exported for further processing. 

ViQMonWrapper data is stored in JSON and it is used for generating 2 separate result sets. 

One set contains information about readahead through the duration of video. Readahead is 

parameter that contains information about how many seconds of content is present in a buffer 
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at the moment of data collection. The second set is used to synchronize it with results of the 

Wireshark pcap file and to derive features from network traffic that are used to train machine 

learning-based classifiers for classifying intervals of traffic info various buffer states. 

Processing is done with a custom Java program developed for purposes of this thesis. 

2.4. YouTube buffer state characteristics 

There are several approaches to labeling a current playback interval to specific buffer state 

and playout phase. In some papers it is done by dividing it into 4 groups [9]: Filling, 

Depleting, Steady and Unclear, as previously explained. This approach provides fine 

granulation of different states while covering all basic states. In a scope of this thesis 3 

groups will be used: Filling, Other and Depleting, shown and described in Table 2.2. Steady 

and Unclear states are combined into Other state and it represents state that does not match 

Buffering or Depleting buffer states. 

Table 2.2 Buffer state classification 

Buffer state classification Description 

Buffering State where buffering rate is higher than 

video bitrate 

Other State that does not match other 2 states 

Depleting State where buffering rate is lower than 

video bitrate 

Buffering state occurs at the beginning of the video playback, but it can also occur anywhere 

throughout the video. It is due to changing network conditions and in some cases video 

quality that is being played can’t be sustained without the occurrence of stalling, so the lower 

quality is selected and buffered. Possible scenario is also that higher quality can be achieved 

so the switch to higher quality happens. In both of those cases, current buffer is dropped, and 

segments of new video quality are being buffered.  

Depleting state typically occurs in the end of the video playback, when all of the remaining 

video segments are loaded into buffer and it is simply a matter of using those segments to 

finish the video playback. Another scenario would be period without network, while there 

are still new video segments to be downloaded. In this case buffer is being depleted without 
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the new segments being downloaded and it can be sustained until buffer depletes, which 

results in stalling. 

Other state is used to represent every state that isn’t Buffering or Depleting. This state can 

contain periods when buffer level is steady and is being filled as fast as it is being depleted, 

but also when the state isn’t clear and can’t be classified with certainty. 

Classification of states could be done automatically based on algorithms that analyze 

obtained logs, but with no ground truth data present there is no guarantee for precise division, 

and it could lead to incorrect results. Instead, manual approach is applied, and logs are 

inspected visually. It is done by exporting readahead feature from Stats for Nerds with 

belonging timestamp and drawing the graph from obtained data, as it is depicted in Figure 

2.4. Presented graph corresponds to video that was slightly under 10 minutes long. 

 

Figure 2.4 Buffer states classification for first type of scenario 

The green line represents buffering state, red is other state, and blue is depleting state. The 

buffering state is therefore defined as period in which buffer is filling until certain stable 

threshold. It has been observed during processing of the experiment results that the 

maximum threshold is around 120 seconds but due to varying network conditions this upper 

threshold isn’t always reached. The depleting state refers to the state when there is no 

download of new data and buffer is simply depleting until the end of video playback. 

However, there is also possibility that new segments of video are not downloaded fast 

enough or even not at all due to multiple factors, one of them being a very slow or no 

connection, which would result in a either buffer depleting or other state, depending on that 

specific case. Finally, we refer to other state as being everything else in between buffering 
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and depleting state in this case. The presented graph in the Figure 2.4, of course, represents 

an ideal scenario without any interruptions to streaming and fetching of new segments. More 

scenarios, some of them being rather different than one shown, will be presented in 

upcoming chapters. 

One more classifier that has been mentioned is playout phase. This classifier is not difficult 

to label and could be done automatically, as opposed to buffer state, as it is predefined as 

shown in Table 2.3. 

Table 2.3 Playout phases classification 

Playout phase Description 

Start First 10 seconds of video 

Other Everything that is not Start or End 

End Last 10 seconds of video 

Playout phase is defined this way for every video. For purposes of this thesis, minimum 

length of video is 1 minute, so overlapping of start and end phase can’t happen, but in the 

case of shorter videos, this approach could be revised to suit given set of videos more 

appropriately.  
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3. Processing of collected data 

As it has been previously said, 2 files are generated as a result of the successfully performed 

experiment. Processing of those files enables buffer state visualization as shown in the 

previously mentioned graph. In addition, we are able to derive a dataset containing features 

intended for training machine learning-based classifiers. Processing consists of extraction of 

selected attributes from generated files and their manipulation. The following subchapters 

will describe processing of files generated by ViQMonWrapper and Wireshark and present 

obtained results. 

3.1. ViQMonWrapper data processing 

The JSON file generated by the ViQMonWrapper application can be exported after the 

experiment has finished. The first data set that is evaluated from the JSON file is used to 

generate an Excel table. To generate it, video ID, timestamp and readahead are extracted. 

Figure 3.1 represents one line of a JSON file. Only relevant information is presented, 

although there is much more information, but in this case, it isn’t needed and is replaced 

with 3 dots to keep the shown example simple and readable. Video ID is straight forward, as 

is the timestamp. Timestamp is parsed only to contain information in HH:mm:ss.SSS format 

as it makes its manipulation easier. Readahead is stored in bh and it shows amount of content 

that is buffered represented in milliseconds.  

 

{...,"videoid":"a2-oQIJYH_8",...,"bh":12307,...,"timestamp":"2018-11-26T08:19:32.507Z",...} 
 

Figure 3.1 Example of JSON file line 

As already mentioned, advertisements occurred in some cases between playback of 2 videos. 

Videos that were initially put in the playlist are added to a whitelist so that only they are 

taken into consideration and only their graphs are generated as only they are relevant for this 

experiment. 
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for (Object object : array) { 

            JSONObject videoData = (JSONObject) object; 

            String videoId = (String) videoData.get("videoid"); 

            if (acceptedVideoIDs.contains(videoId)) { 

                cnt++; 

                String time = ((String) videoData.get("timestamp")).split("T")[1];  

                currTimestamp = FORMAT.parse(time.substring(0, time.length() - 1));  

                long diff = (currTimestamp.getTime() - prevTimestamp.getTime()) / 1000; 

                timestamp += diff; //timestamp is represented in seconds 

                prevTimestamp = currTimestamp; 

                //If it is a new video, reinitialize filename, workbook and timestamp 

                if (!videoId.equals(dataSheet.getSheetName())) { 

                    timestamp = 0; 

                    cnt = 0; 

                    dataSheet = wb.createSheet(videoId); 

                    row = dataSheet.createRow((short) cnt); 

                    cell = row.createCell((short) 0); 

                    cell.setCellValue("Timestamp"); 

                    cell = row.createCell((short) 1); 

                    cell.setCellValue("Readahead"); 

                } 

                row = dataSheet.createRow((short) cnt + 1); 

                cell = row.createCell((short) 0); 

                cell.setCellValue(timestamp); 

                cell = row.createCell((short) 1); 

                int readahead = Integer.parseInt(String.valueOf(videoData.get("bh"))); 

                cell.setCellValue(readahead); 

            } 

        } 
 

Figure 3.2 Snippet of code generating Excel workbook 
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Figure 3.2 shows the snippet of code responsible for creation of an Excel workbook. The 

JSON file is loaded as a JSONObject. All lines in the file are iterated and only whitelisted 

videos are parsed. A separate sheet is created for each unique video ID. Each graph 

representing a single video is put into a different sheet of Excel workbook for simplicity and 

easier manipulation of graphs. 

Figure 3.3 is a result of data set processed intended for generating graphs. Each timestamp 

is parsed to represent number of seconds since the beginning of video playback and it has its 

corresponding readahead. 

 

 

Figure 3.3 Excel workbook result 

Closer inspection of results shows a large variety of scenarios. Results range from almost 

perfect scenarios, where buffer is filled as fast as possible, maintained at stable level and 

steadily depleted, to scenarios with several changes of playback quality which has 

rebufferings as a result. This wide range is useful for training machine learning algorithms 

as it makes them more adaptable to various scenarios that might occur. 

One graph has already been presented in the previous chapter and it represents a scenario 

without interruptions to video streaming. Some more scenarios will be presented and 

explained in continuation of this chapter. 
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Figure 3.4 depicts another scenario. This scenario has only 2 buffer states, buffering and 

depleting. Due to more limiting network conditions caused by the script, and the duration of 

the video itself that is 133 seconds, the maximum threshold of 120 seconds was not reached. 

Also, in ideal conditions with high throughput, filling of buffer to 120 seconds threshold is 

usually achieved in a matter of a few seconds. However, in this case, it took almost one 

minute. Buffer was filled with the maximum of 80 seconds and at that point, the whole video 

was in the buffer so there was no steady other phase but on the contrary, it changed to 

depleting phase. This kind of scenario is common with videos of short duration, or when 

network throughput is low, as maximum threshold is never reached and video is in buffering 

state until there is no more video to load. Nevertheless, in the portrayed scenario, available 

bandwidth was high enough to support the initially selected video quality of 720p, and it 

doesn’t change throughout the course of the playback. 

 

Figure 3.4 Buffer states classification for second type of scenario 

Figure 3.5 shows a scenario where the selected video quality changed throughout playback. 

It is the same video as in Figure 3.4, but a different script was running in the background 

that put more limitations on available bandwidth. First, the green line shows slow buffering 

until buffer was dropped and a new quality was selected. Quality of video playback changed 

from 240p to 480p in this case. Maximum threshold wasn’t met again and after initial burst 

of buffering, the video depleted faster than it could buffer, and this state is classified as other 

as it is isn’t buffering in its full meaning, but also it isn’t depleting at a rate that it usually 

would. Another burst occurred and filled remaining buffer that was enough until the end of 
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video followed by depleting state. This scenario illustrates adaptability of YouTube’s 

algorithms to changing network conditions.  

 

 

Figure 3.5 Buffer states classification for third type of scenario 

Figure 3.6 represents a scenario similar to the one shown in Figure 3.5. Buffer was at one 

point dropped in favor of another video quality. It was a drop from 480p to 360p quality. 

The difference is that video buffered to maximum threshold fast and that buffer was 

maintained successfully for almost half of the duration of video. Buffer state classified as 

other is visible in this scenario marked with blue color and it remained consistent apart from 

one small drop. That small drop of the buffer level is still labeled as other, rather than 

depleting, as it was brief and maximum threshold of the buffer was reached easily and 

promptly. After change of video quality, buffer didn’t recover as fast as it initially filled. 

That didn’t pose a problem since the buffer wasn’t critically low and despite it being the 

lowest possible quality of 240p, stalling hasn’t occurred.  
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Figure 3.6 Buffer states classification for fourth type of scenario 

Graphs that were presented so far are representative of the majority of graphs that correspond 

to the collected dataset. There are variations to the number of rebufferings and the length of 

buffering, but the pattern is the same. 

3.2. Wireshark data processing 

Traffic between the mobile phone and YouTube servers is captured and saved to a pcap file.  

Captured traffic can be seen on Figure 3.7. It is clearly visible that the QUIC protocol is 

used, rather than TCP. Since this traffic is encrypted, as is visible from Figure 3.7, no 

information from the application layer can be inferred. 

 

0

20000

40000

60000

80000

100000

120000

140000

1

1
2

2
3

3
4

4
5

5
6

6
7

7
8

8
9

1
0

0

1
1

1

1
2

2

1
3

3

1
4

4

1
5

5

1
6

6

1
7

7

1
8

8

1
9

9

2
1

0

2
2

1

2
3

2

2
4

3

2
5

4

R
ea

d
ah

ea
d

 (
m

s)

Timestamp (s)



 

21 

 

Figure 3.7 Snapshot of traffic between the YouTube client and YouTube servers, portraying use of 

the QUIC protocol 

This file has to be processed in order to generate features that will be used for training of 

machine learning-based classifiers. Wireshark captures various values of transmitted 

packets, but only a limited set of values are extracted for the purpose of this thesis. As 

previously mentioned, source and destination IP address, packet size and timestamp are used. 

Wireshark data from the pcap file is extracted to a CSV file so that only important fields are 

filtered, and processing is made easier. Figure 3.8 shows an example of a tshark command 

that is used to generate a CSV file from an input pcap. The CSV file is then prepared for 

processing and derivation of features. 

tshark -r input.pcap -T fields -e frame.time -e ip.src -e ip.dst -e frame.len -E header=y -E separator=, -

E quote=d -E occurrence=f > output.csv 
 

Figure 3.8 tshark command 

Figure 3.9 depicts examples of several lines of a generated CSV file, and everything is 

prepared to generate CSV files containing features. Playlist that is used in this thesis is 

approximately one hour long and this generates CSV files that range between 200000 and 

500000 lines 
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Figure 3.9 Wireshark CSV file 

Table 3.1 show features that will be calculated and it is done as in previously mentioned 

paper [9]. 

 

Table 3.1 Set of features 

Feature Description Unit 

DLrate Downlink transmit rate bit/s 

DLload Fraction of used 

transmission time 

Number between 0 and 1 

ULnPckts Number of uplink packets Number of packets 

ULavgSize Average uplink packet size Bytes 

ULstdSize Standard deviation of uplink 

packet size 

Bytes 

Those features will be calculated over 5 intervals of a different duration T. Sampling period 

t, of ViQMonWrapper’s JSON file is one second. Each second’s surrounding data traffic 

will be used, 𝑇𝑤 ∈ [
−T

2
,

T

2
]. Those time intervals T are 1, 10, 20, 50 and 100 seconds. When 

a feature for a specific second is calculated, 5 different features will be calculated, making 

it a total of 25 calculated features per second of video. Those 25 features are generated 

programmatically. Two more features are added to CSV file and they are added manually. 

First is playout phase, and other is buffer state. Playout phase can be start, other or end. 

Playout phase feature is decided uniformly, first 10 seconds of each video are labeled as 

start, last 10 seconds as end and everything else is labeled as other. Buffer state is estimated 
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based on graphs that were presented in the previous chapter. Although it can take a lot of 

time to manually label each second with those 2 features, it is necessary for proper dataset 

generation as this is ground truth creation.  

Estimating each second’s intervals is achieved by sliding window 𝑇𝑤. Window, which is of 

specific interval’s size, is slid over the CSV file generated from Wireshark’s pcap file. 

Timestamps are matched and everything that falls into the specific interval is added to the 

list of lines from Wireshark that will later be evaluated. Those lines are passed to methods 

that evaluate features. Evaluation was modeled like in previously mentioned paper [9]. 

DLrate represents downlink transmit rate over specific interval in bit/s. This feature is rather 

useful for determining which buffer state should be chosen. Although the graph is used as 

the main reference point for this decision, DLrate proved useful for pinpointing exact 

changes between different states. 

Figure 3.10 shows the equation that was used to calculate DLrate feature. Function sums all 

packets where destination IP address of packet is equal to the IP address of the client, 

declared by 𝑝 ∈ 𝑝𝐷𝐿. Interval T is variable and ranges between already mentioned values. 

𝐷𝐿𝑟𝑎𝑡𝑒 = 8 ∙
∑ 𝑝𝑠𝑖𝑧𝑒𝑝∈𝑝𝐷𝐿

𝑇
 

Figure 3.10 DLrate equation [9] 

Figure 3.11 is an example of the method that is used to evaluate this feature. ArrayList of 

Strings is passed to a function and it contains all lines that are included within the limits of 

a set particular interval. The IP address of the client is static, so the exact address is used in 

condition. Some fine tuning for better result output is done in regard to timestamps. Returned 

value is of long type to support possible high downlink transmit rates.  
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private static long DLrate(ArrayList<String> list) throws java.text.ParseException { 

        double DLrate = 0; 

        Date firstStamp = FORMAT.parse("00:00:00.000"); 

        Date lastStamp = FORMAT.parse("00:00:00.000"); 

        boolean first = true; 

        long sumPackets = 0; 

        for (String line : list) { 

            String[] features = line.replace("\"", "").split(","); 

            String time = features[1].split("\\s+")[2]; 

            if (features[3].equals("10.19.128.178")) { 

                if (first) { 

                    firstStamp = FORMAT.parse(time.substring(0, time.length() - 6)); 

                    first = false; 

                } 

                sumPackets += Integer.parseInt(features[4]); 

                lastStamp = FORMAT.parse(time.substring(0, time.length() - 6)); 

            } 

        } 

        double diff = (double) (lastStamp.getTime() - firstStamp.getTime()) / 1000; 

        if (diff == 0) { 

            DLrate = 8 * sumPackets; 

        } else { 

            DLrate = 8 * (sumPackets / diff);  

        } 

        return (long) DLrate; 

    } 
 

Figure 3.11 Snippet for calculating DLrate 
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The next feature that is calculated is DLload. It complements DLrate feature in a way that it 

evaluates the percentage of time that is used for downlink transmission.  

The equation to calculate DLload is given in Figure 3.12. ∆𝑝𝑡𝑖𝑚𝑒 is the interarrival time of 

two successive packets and 1 is a function, equal to one when the interarrival time is less 

than ℎ𝑡 and  ℎ𝑡  ≤ 𝑇 criteria must be met. Threshold ℎ𝑡 is equal to 0.1 seconds [9] so only 

successive packets that arrived in less than 0.1 seconds duration between each other. DLload 

represents percentage of time, so it can assume values between 0 and 1. 

  

𝐷𝐿𝑙𝑜𝑎𝑑 =  
∑ (∆𝑝𝑡𝑖𝑚𝑒 ∙ 1∆𝑝𝑡𝑖𝑚𝑒

≤ ℎ𝑡)𝑝∈𝑝𝐷𝐿

𝑇
 

Figure 3.12 DLload equation [9] 

Figure 3.13 shows a snippet of code responsible for calculating DLload. Parsing logic is the 

same as for DLrate, so only a smaller chunk of code is shown for this example.  

if (features[3].equals("10.19.128.178")) { 

                if (first) { 

                    firstStamp = FORMAT.parse(time.substring(0, time.length() - 6)); 

                    first = false; 

                    prevStamp = firstStamp; 

                } 

                lastStamp = FORMAT.parse(time.substring(0, time.length() - 6)); 

                diff = (double) (lastStamp.getTime() - prevStamp.getTime()) / 1000; 

                if (diff < 0.1) { 

                    iat += diff; 

                } 

                prevStamp = lastStamp; 

            } 
 

Figure 3.13 Snippet for calculating DLload 

Next 3 features are calculated by the same method. The basis for them is ULnPckts and it 

represents the number of uplink packets. Those packets have the client’s IP address written 

in IP source address, declared by 𝑝 ∈ 𝑝𝑈𝐿 . Most of those packets are requests for more 
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segments of video content or simply ACKs. Acknowledgment packets don’t introduce a lot 

of information needed for features evaluation. On the contrary, as they are presents either 

way, ACKs could compromise those features so they are filtered to prevent this. Threshold 

ℎ𝑠 is used for discarding the packet and is set to 100 Bytes so that only packets larger than 

this threshold are taken into calculation.  

Figure 3.14 represents the equation for calculating the ULnPckts feature. Based on this 

feature, ULavgSize and ULstdSize features are also calculated.  

 

𝑈𝐿𝑛𝑃𝑐𝑘𝑡𝑠 =  ∑ 1𝑝𝑠𝑖𝑧𝑒
> ℎ𝑠

𝑝∈𝑝𝑈𝐿

 

 Figure 3.14 ULnPckts equation [9] 

ULavgSize is the average of uplink packets size. Packet sizes that meet criteria of threshold 

are summed and divided by the ULnPckts, as shown in Figure 3.15.  

𝑈𝐿𝑎𝑣𝑔𝑆𝑖𝑧𝑒 =  
∑ 𝑝𝑠𝑖𝑧𝑒𝑝∈𝑝𝑈𝐿

𝑈𝐿𝑛𝑃𝑐𝑘𝑡𝑠
 

Figure 3.15 ULavgSize equation 

Finally, ULstdSize is the standard deviation of uplink packet size and is given in Figure 3.16. 

𝑈𝐿𝑠𝑡𝑑𝑆𝑖𝑧𝑒 =  √
∑ (𝑝𝑠𝑖𝑧𝑒 − 𝑈𝐿𝑎𝑣𝑔𝑆𝑖𝑧𝑒)2

𝑝∈𝑝𝑈𝐿

𝑈𝐿𝑛𝑃𝑐𝑘𝑡𝑠
 

Figure 3.16 ULstdSize equation 

Average and standard deviation of packets are calculated to further improve packet flow 

classification as the similar size is expected for uplink packets of the same service. 
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Table 3.2 summarizes the list of parameters that were mentioned and used for feature 

estimation. Figure 3.17 is a snippet of code responsible for calculation of uplink packet 

features. 

Table 3.2 Parameters relevant for calculation of features 

Description Value Unit 

Sampling period t 1 s 

Sliding window duration (T) {1, 10, 20, 50, 100} s 

Threshold for DLload (ℎ𝑡) 0.1 s 

Threshold for ULnPckts 

(ℎ𝑠) 

100 Bytes 
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private static double[] ULnPckts(ArrayList<String> list) throws java.text.ParseException { 

        double[] resultList = new double[3]; 

        double pcktCnt = 0; 

        double pcktSize = 0; 

        double avgPcktSize = 0; 

        double sd = 0; 

        for (String line : list) { 

            String[] features = line.replace("\"", "").split(","); 

            if (features[2].equals("10.19.128.178") && Integer.parseInt(features[4]) > 100) { 

                pcktCnt++; 

                pcktSize += Integer.parseInt(features[4]); 

            } 

        } 

        if (pcktCnt != 0) { 

            avgPcktSize = pcktSize / pcktCnt; 

        } 

        for (String line : list) { 

            String[] features = line.replace("\"", "").split(","); 

            if (features[2].equals("10.19.128.178") && Integer.parseInt(features[4]) > 100) { 

                sd += Math.pow((Integer.parseInt(features[4]) - avgPcktSize), 2); 

            } 

            if (pcktCnt != 0) { 

                sd = Math.sqrt(sd / pcktCnt); 

            } 

        } 

        resultList[0] = pcktCnt; 

        resultList[1] = avgPcktSize; 

        resultList[2] = sd; 

        return resultList; 

    } 
 

Figure 3.17 Snippet of code for calculation of uplink features  
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4. Machine learning 

Collection and processing of data done so far is a prerequisite for the following step. It was 

all done with the goal to prepare data so that machine learning can be applied to it. Machine 

learning is used to predict video buffer state. This chapter will provide a brief overview of 

machine learning concepts as a preparation for the next chapter, where its application and 

results will be presented. 

4.1. Overview 

Machine learning is method of data analysis that automates analytical model building. It is 

a branch of artificial intelligence based on the idea that systems can learn from data, identify 

patterns and make decisions with minimal human intervention [19]. The accuracy of a 

created model can be improved by providing more data. As more data is given in the process 

of machine learning, models become more reliable and accurate but too much data also is 

not a solution as problem of overfitting can arise. Overfitting occurs when the model that 

models the training data does it too well. It happens when a model learns the detail and noise 

in the training data so that in the end it negatively impacts performance of the model on new 

data.  

Data itself can be visualized in many different forms. One of the more popular ways to 

observe data is in the form of tables, containing rows and columns. With this view, there are 

several terms that are used in the context of machine learning [20]. A single row of data is 

an instance, while a single column of data is a feature. Features that are used as input to a 

machine learning model are called predictors. A set of instances is a dataset and it can be 

divided into 2 groups, training dataset and testing dataset. Training dataset is fed to train 

machine learning algorithm to train a model and testing dataset is used to validate the 

accuracy of the model, but it is not used to train the model. 

Different types of machine learning are present, and their usage depends on the problem that 

has to be solved [21]. Typical machine learning process is shown on figure 4.1. Three main 

types are supervised, unsupervised and reinforcement learning. 
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New data Model Prediction

Machine learning 
algorithms

Training data

 

Figure 4.1 Machine learning process 

Supervised learning is a learning process for generalization of problems where a prediction 

is required. Training dataset contains predictors and the value that has to be predicted. Model 

uses training dataset to learn the link between the input and the output. Supervised learning 

is based on an idea that training data can be generalized, and that the resulting model can be 

used on new data with some acceptable accuracy. Supervised machine learning algorithms 

can be grouped into Classification and Regression group [22]. Classification algorithms use 

a category as an output variable(e.g. true, false, buffering) and Regression algorithms use 

real values (e.g. temperature, weight). Some examples of classification algorithms are Linear 

and logistic regression, Support Vector Machine, Naïve Bayes, Neural Network, Rules and, 

Classification trees and random forest. Algorithms belonging to the Supervised learning 

group are used in this thesis. 

Unsupervised learning is opposite to supervised learning. Output variable isn’t connected to 

the input variable. Unsupervised learning aims to model the underlying structure or 

distribution in the date with the purpose of learning more about the data. There are no right 

answers and algorithms discover the solution on their own. Unsupervised learning problems 

can be grouped into 2 groups, Clustering and Association problems. Clustering problem is 

solved by discovering inherent groupings in data. Response to association problem is 

discovering rules that describe large portions of data. Unsupervised learning algorithms are 

mostly used to preprocess the data, during the exploratory analysis or to pre-train supervised 

learning algorithms. 

Reinforced learning is based on trying to find the best ways in order to earn the greatest 

reward. Sorts of rewards range greatly, it can be finishing task in lowest possible timeframe, 

maximizing the profit or winning the tournament. Based on its and environment’s states, an 
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agent will choose the action which will explore a new possibility or maximize its reward and 

these actions alter their states. Performing those actions multiple times, agent’s behavior will 

improve. 

4.2. Weka 

Weka is a suite of open source software tools for machine learning. It was developed by the 

Machine Learning Group at the University of Waikato, New Zealand [8]. It is written in Java 

and licensed under GNU General Public License. It contains visualization tools and 

algorithms for data analysis and predictive modeling. Weka supports data preprocessing, 

clustering, classification, regression, visualization and feature selection and its main view, 

when launched is depicted in Figure 4.2. 

 

Figure 4.2 Weka main page 

Weka application that is mainly used for purposes of this thesis is Explorer, shown in figure 

4.4. 

Explorer consists of 6 tabs. Preprocess tab is used for importing data from a file. The file 

can be transformed, and instances and attributes can be deleted. The Classify tab is used to 

apply classification and regression algorithms to the dataset that has previously been 

preprocessed. Multiple algorithms can be chosen, and the result is a number of correctly and 

incorrectly classified instances. Also, F-Measure, TP rate, FP rate, Precision, Recall and 

Confusion Matrix are among the information that is presented as output. TP rate stands for 

true positive rate and it represents ratio of instances of specific class that are correctly 

assigned that class and it is equivalent to Recall [29]. FP rate is the false positive rate. It is 



 

32 

the proportion of examples which were classified as one class, but actually belong to a 

different class. The Precision is proportion of the instances of one class among all instances 

that are classified as that exact class. The F-Measure is a combined measure for precision 

and recall. It is calculated as shown in Figure 4.3. 

𝐹 − 𝑀𝑒𝑎𝑠𝑢𝑟𝑒 =
2 ∙ 𝑃𝑟𝑒𝑐𝑖𝑠𝑠𝑖𝑜𝑛 ∙ 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

Figure 4.3 F-Measure equation [29] 

Cluster and Associate tabs are used to invoke clustering algorithms and methods for finding 

association rules. Select attributes tab gives the most predictive attributes in dataset for 

specified algorithm. Visualize tab as its name says, provides visualization of relations 

between 2 features. 

 

Figure 4.4 Weka explorer 
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5. Data analysis 

5.1. Preparation of dataset for machine learning 

After all processing is done, the dataset is ready to be used for machine learning processing 

in Weka. CSV files, containing 28 features in total, including video ID, were converted to 

ARFF file format as a final step. This has to be done as this file format is used by Weka. 

This conversion can be achieved seamlessly using Weka. It is important that the first line 

contains header information, so the names of attributes can be processed properly. 

Table 5.1 represents all features that are finally put in the CSV file that is converted to ARFF 

file. Factor X represents size of the sliding window, in seconds, that was used to process the 

features. Video ID feature isn’t used for prediction and is removed from execution but is still 

included as a part of CSV file as it was needed for previous steps. Phase and state classifiers 

also aren’t used for prediction based on the DLrateXs, DLloadXs, ULnPcktsXs, 

ULnAvgSizeXs and ULnStdSizeXs features, but are actually classifiers which are predicted.  

Figure 5.1. represents ArffViewer tool that is used to convert the CSV file to ARFF format. 

It is achieved simply by saving the CSV file as ARFF. ArffViewer can serve as a verification 

that everything is done properly and that it can safely be formatted. 
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Table 5.1 Features and classifiers present in ARFF file 

videoID Unique ID of video 

DLrateXs DLrate feature for specific time interval of 

duration in X s 

DLloadXs DLload feature for specific time interval of 

duration in X s 

ULnPcktsXs ULnPckts feature for specific time interval 

of duration in X s 

ULnAvgSizeXs ULavgSize feature for specific time interval 

of duration in X s 

ULnStdSizeXs ULstdSize feature for specific time interval 

of duration in X s 

phase Phase of a video 

state Buffer state 

 

Figure 5.1 ArffViewer 
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5.2. Classification algorithms 

Classification algorithms that are used in this thesis are described in the following 

subsections. 

5.2.1. OneR 

OneR is a classification algorithm that considers only one feature of the input dataset [30]. 

It generates one rule for each predictor in dataset and the rule with smallest total error is 

selected as its only rule. Pseudocode is shown in Figure 5.2. 

For each predictor, 

     For each value of that predictor, make a rule as follows; 

           Count how often each value of target (class) appears 

           Find the most frequent class 

           Make the rule assign that class to this value of the predictor 

     Calculate the total error of the rules of each predictor 

Choose the predictor with the smallest total error. 
 

Figure 5.2 OneR pseudocode 

5.2.2. Naïve Bayes 

Naïve Bayes classifier is a classification algorithm based on Bayes’ theorem with the 

independence assumptions between predictors. Equation describing conditional probability 

which is a part of the Bayes’ theorem is given in Figure 5.3 [31]. 

𝑃(𝐻|𝐸) =
𝑃(𝐸|𝐻)𝑃(𝐻)

𝑃(𝐸)
 

Figure 5.3 Bayes' theorem equation 

Bayes theorem provides a way of calculating the posterior probability 𝑃(𝐻|𝐸) from 𝑃(𝐸), 

𝑃(𝐻) and 𝑃(𝐸|𝐻). It assumes that the effect of the value of predictor (E) on given class (H) 

is independent of the values of other predictors. This is called class conditional 

independence. Naïve Bayesian classifier is simple, making it suitable for large datasets, and 

often outperforms more sophisticated classification methods [31]. 
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5.2.3. J48 

The J48 classification algorithm is developed for Weka and it implements C4.5 decision tree 

algorithm developed by Ross Quinlan [32]. 

Decision trees create classification models that have treelike structure. Original dataset is 

split into smaller subsets, and corresponding decision tree is simultaneously created. In the 

beginning, the algorithm chooses a root node attribute and then creates a branch for each 

possible value of that attribute. Instances are split into subsets, depending on the value of 

that attribute, and added as nodes at the end of corresponding branches. This process is 

repeated until all of the instances in each subset are of the same class. 

5.2.4. Random Forest 

Random forest algorithm belongs to the ensemble learning group of classifiers [33]. The 

goal of ensemble algorithms is to combine the predictions of individual base models created 

by several classifying algorithms into a single classifying model. Random Forest is one of 

the most popular and most powerful machine learning algorithms. It puts the input vector 

down each of the trees in the forest to classify a new object from an input vector [34]. 

Random Forest allows for efficient runs on large datasets as it estimates which variables are 

important in the classification. It can compensate for missing data to maintain accuracy and 

it does not overfit, unlike decision trees algorithms, which tend to overfit their training set. 

5.2.5. K-nearest Neighbors 

K-nearest neighbors (KNN) is a simple algorithm that stores all available cases and classifies 

new cases based on a similarity measure [35]. A case is classified by a majority vote of its 

neighbors, with the case being assigned to the class most common amongst its K nearest 

neighbors, measured by a distance function. For K=1, the case is simply assigned to the class 

of its nearest neighbor. As a part of this thesis, number of nearest neighbors that were 

selected is 10. 
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5.3. Feature selection 

The dataset generated with a purpose of machine learning prediction method has a lot of 

features. Not all of those features are needed or relevant and they should be removed as those 

attributes do not contribute to model accuracy, but on the contrary, they could decrease 

accuracy. Fewer attributes decrease the complexity of the model, making it easier to 

interpret. There are three types of feature selection algorithms: filter methods, wrapper 

methods and embedded methods [36]. 

Filter feature selection methods apply a statistical measure to assign a scoring to each feature. 

The features are ranked by the score and either selected to be kept or removed from the 

dataset. 

Wrapper methods consider the selection of asset of features as a search problem, with 

different combinations prepared, evaluated and compared to other combinations. A 

predictive model is used to evaluate a combination of features and assign a score based on 

model accuracy. The search process could be methodical, like best-first search, it could be 

stochastic such as a random hill-climbing algorithm, or it may use heuristics, like forward 

and backward passes to add and remove features. 

Embedded methods learn which features best contribute to the accuracy of the model while 

the model is being created. The most common type of embedded feature selection methods 

are regularization methods [36]. 

In Weka, two components are used to select attributes: Attribute evaluator and Search 

method, shown in Figure 5.4. 

Attribute evaluator allows for selection of method by which subsets of attributes are 

evaluated. Search method specifies method that is used to search the space of possible space. 
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Figure 5.4 Select attributes tab 

As a part of this thesis, attributes are evaluated using the WrapperSubsetEval method, which 

evaluates subsets using the given classifier. Full training set is used rather than cross-

validation. It is due to the size of the input dataset and selection of the attributes lasts more 

than few hours, and in some cases more dan 8 hours, when cross-validation is used. Subsets 

are evaluated using five algorithms mentioned in the previous chapter.  

Search method that is used is BestFirst. It uses an evaluation function to examine the most 

promising nodes first, and in this case,  those are the feature subsets. Selected attributes are 

presented in following subchapter alongside the results of training the machine learning-

based classifiers. 

5.4. Results 

In this chapter results of machine learning for buffer state and playout phase classifiers will 

be presented. Statistical components of the presented results are TP Rate, FP Rate, Recall, 

Precision and F-Measure. 
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5.4.1. Buffer state classifiers 

Table 5.2 shows the selected features for each evaluation algorithm based on buffer state 

classifier. 

Table 5.2 Selected features for buffer state classifier 

Algorithm Selected features 

OneR DLload20s 

Naïve Bayes DLrate10s, DLload20s, ULnPckts50s, ULnPckts100s, 

ULnAvg10s, ULnAvg50s, ULnAvg100s 

J48 DLrate10s, DLrate20s, DLrate50s, DLrate100s, DLload20s, 

DLload50s, DLload100s, ULnPckts50s, ULnPckts100s, 

ULnAvg50s, ULnAvg100s 

Random Forest DLrate50s, DLrate100s, DLload1s, DLload20s, DLload50s, 

DLload100s, ULnPckts20s, ULnPckts50s, ULnPckts100s, 

ULnAvg20s, ULnAvg50s, ULnAvg100s, ULnStd1s 

K-nearest Neighbors DLrate20s, DLrate50s, DLrate100s, ULnPckts20s, 

ULnPckts50s, ULnPckts100s, ULnAvg50s, ULnAvg100s 

Number of times each feature is selected can be observed in Figure 5.5. 

 

Figure 5.5 Frequency of attribute selection for buffer state classifier 
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Running the OneR algorithm gives results shown in Table 5.3. 

Table 5.3 OneR classification results 

Class TP Rate FP Rate Precision Recall F-Measure 

Buffering 0.877 0.221 0.665 0.877 0.759 

Depleting 0.736 0.067 0.846 0.736 0.788 

Other 0.515 0.148 0.635 0.515 0.569 

Weighted 

average 

0.709 0.145 0.715 0.709 0.704 

TP rate indicates that OneR algorithm classified 70.9% of instances correctly, across all 

classes. 

Results of running the Naïve Bayes algorithm are shown in table 5.4. 

Table 5.4 Naïve Bayes classification results 

Class TP Rate FP Rate Precision Recall F-Measure 

Buffering 0.833 0.149 0.737 0.833 0.782 

Depleting 0.852 0.105 0.802 0.852 0.827 

Other 0.603 0.101 0.748 0.603 0.668 

Weighted 

average 

0.763 0.118 0.762 0.763 0.759 

Overall accuracy of Naïve Bayes algorithm is 76.3%, showing an increase compared to 

OneR algorithm. 
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Table 5.5 shows results of the J48 algorithm. 

Table 5.5 J48 classification results 

Class TP Rate FP Rate Precision Recall F-Measure 

Buffering 0.834 0.099 0.808 0.834 0.821 

Depleting 0.859 0.066 0.866 0.859 0.863 

Other 0.758 0.109 0.776 0.758 0.767 

Weighted 

average 

0.817 0.092 0.817 0.817 0.817 

The J48 provides even more accuracy compared to the previous algorithms, with 81.7% of 

correctly classified instances. Increase in predicting the Other buffer state to 75.8% 

represents solid result and drives the whole precision higher. 

Results of the Random Forest algorithms are presented in Table 5.6. 

Table 5.6 Random Forest classification results 

Class TP Rate FP Rate Precision Recall F-Measure 

Buffering 0.988 0.008 0.983 0.988 0.986 

Depleting 0.988 0.007 0.987 0.988 0.987 

Other 0.980 0.007 0.986 0.980 0.983 

Weighted 

average 

0.985 0.007 0.985 0.985 0.985 

The Random Forest algorithm provides the highest accuracy of all algorithms with very high 

98.5% 
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Finally, results of K-nearest Neighbors are shown in Table 5.7. 

Table 5.7 K-nearest Neighbors classification results 

Class TP Rate FP Rate Precision Recall F-Measure 

Buffering 0.957 0.042 0.910 0.957 0.933 

Depleting 0.924 0.019 0.946 0.924 0.935 

Other 0.928 0.037 0.949 0.928 0.938 

Weighted 

average 

0.936 0.034 0.936 0.936 0.936 

KNN algorithm provides results similar to the Random Forest algorithm with also very high 

accuracy of 93.6%. 

Overall accuracy for all algorithms is shown in figure 5.6.  

   

Figure 5.6 Overall machine learning algorithm accuracy 

Since the OneR algorithms is the simplest of the used ones, and Random Forest the most 

complex one, results were expected. Overall accuracy of all algorithms is high and presents 

solid basis for future predictions. 

Confusion matrices for each individual algorithm are shown below and it represents matrix 

of correctly and incorrectly classified buffer states. 
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Classified as 

Class buffering depleting other 

buffering 3965 29 528 

depleting 384 3330 808 

other 1617 576 2329 

OneR 

Classified as 

Class buffering depleting other 

buffering 3768 200 554 

depleting 305 3854 363 

other 1043 750 2729 

Naïve Bayes 

Classified as 

Class buffering depleting other 

buffering 3770 207 545 

depleting 193 3885 444 

other 700 394 3428 

J48 

Classified as 

Class buffering depleting other 

buffering 4468 21 33 

depleting 25 4469 28 

other 50 40 4432 

Random Forest 

Classified as 

Class buffering depleting other 

buffering 4997 59 166 

depleting 156 4209 192 

other 338 182 6660 

K-nearest Neighbors 
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5.4.2. Playout phase classifiers 

Features for playout phase classifier are determined the same way as the buffer state classifiers. 

Features that were selected for training machine learning-based classifiers are presented in Table 5.8. 

Table 5.8 Selected features for playout phase classifier 

Algorithm Selected features 

OneR ULnPckts10s 

Naïve Bayes DLrate10s, DLrate50s, DLrate 100s. DLload50s, 

DLload100s, ULnPCkts10s, ULnPckts20s, ULnPckts50s, 

ULnAvg10s, ULnAvg20s, ULnAvg50s, ULnAvg100s 

J48 DLrate50s, DLrate100s, DLload50s, DLload100s, 

ULnPckts10s, ULnPckts50s, ULnAvg20s, ULnAvg50s 

Random Forest DLrate100s, DLload50s, DLload100s, ULnPckts10s, 

ULnPckts50s, ULnPckts100s, ULnAvg10s, ULnAvg50s, 

ULnAvg100s, ULnStd50s, ULnStd100s 

K-nearest Neighbors DLrate50s, DLload50s, DLload100s, ULnPckts20s, 

ULnPckts50s, ULnPckts100s, ULnAvg50s, ULnAvg100s, 

ULnStd100s 

Frequency of attribute selection can be observed in Figure 5.7. Frequencies are similar for 

both buffer state and playout phase classifiers. It can be observed that features collected with 

the larger sliding window are preferred over the features collected by smaller sliding 

window. It could be attributed to the fact that the features captured by larger sliding window 

contain information about greater surroundings and events that occur prior and after the exact 

time instance, based on which they were calculated. 



 

45 

   

Figure 5.7 Frequency of attribute selection for playout phase classifier 

Running the OneR algorithm gives results shown in Table 5.9. 

Table 5.9 OneR classification results for playout phase classifier 

Class TP Rate FP Rate Precision Recall F-Measure 

Start 0.880 0.195 0.690 0.880 0.774 

Other 0.659 0.139 0.707 0.659 0.682 

End 0.434 0.179 0.547 0.434 0.484 

Weighted 

average 

0.658 0.171 0.648 0.658 0.647 

The OneR algorithm classified 65.8% of instances correctly, with the highest TP Rate for 

Start classifier and below average accuracy for End playout phase. Since OneR algorithm is 

based only on one feature, it produces the worst result in both cases of classifying buffer 

state and playout phase. 
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Results of running the Naïve Bayes algorithm are shown in table 5.10. 

Table 5.10 Naïve Bayes classification results for playout phase classifier 

Class TP Rate FP Rate Precision Recall F-Measure 

Start 0.723 0.093 0.793 0.723 0.757 

Other 0.896 0.065 0.875 0.896 0.885 

End 0.750 0.156 0.705 0.750 0.727 

Weighted 

average 

0.790 0.105 0.792 0.790 0.790 

Overall accuracy of Naïve Bayes algorithm is 79%, with performance similar to 

classification of buffer state. 

Table 5.11 shows results of the J48 algorithm. 

Table 5.11 J48 classification results for playout phase classifier 

Class TP Rate FP Rate Precision Recall F-Measure 

Start 0.888 0.077 0.850 0.888 0.869 

End 0.884 0.019 0.959 0.884 0.920 

Other 0.862 0.086 0.832 0.862 0.847 

Weighted 

average 

0.878 0.061 0.881 0.878 0.879 

The J48 provides high accuracy of 87.8% of correctly classified instances. All of the playout 

phases are classified with similar precision and the same pattern of algorithm success with 

buffer state classification is followed. 
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Results of the Random Forest algorithms are presented in Table 5.12. 

Table 5.12 Random Forest classification results for playout phase classifier 

Class TP Rate FP Rate Precision Recall F-Measure 

Start 0.964 0.026 0.949 0.964 0.956 

Other 0.943 0.003 0.994 0.943 0.968 

End 0.970 0.033 0.936 0.970 0.953 

Weighted 

average 

0.959 0.020 0.960 0.959 0.959 

The Random Forest algorithm provides the highest accuracy of all algorithms yet again, with 

95.9% accuracy. 

Finally, results of K-nearest Neighbors are shown in Table 5.13. 

Table 5.13 K-nearest Neighbor classification results for playout phase classifier 

Class TP Rate FP Rate Precision Recall F-Measure 

Start 0.964 0.026 0.949 0.964 0.956 

Other 0.937 0.002 0.996 0.937 0.966 

End 0.974 0.035 0.933 0.974 0.953 

Weighted 

average 

0.958 0.021 0.959 0.958 0.958 

KNN algorithm provides results almost identical to the Random Forest algorithm with 

almost unnoticeable difference in accuracy. KPP accuracy is 95.8% and represents very high 

level of accuracy. 
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Overall accuracy for each machine learning algorithm used is shown in figure 5.8.  

  

Figure 5.8 Overall machine learning algorithm accuracy. 

Overall machine learning accuracy of specific algorithm is similar for both buffer state and 

playback phase classification. Random Forest and K-nearest Neighbors algorithms provide 

highest accuracy of over 90% in both cases.  

Confusion matrices for each individual algorithm are shown below and it represents matrix 

of correctly and incorrectly classified buffer states. 
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Classified as 

Class start other end 

start 439 20 40 

other 33 335 140 

end 164 119 217 

OneR 

Classified as 

Class start other end 

start 361 12 126 

other 22 455 31 

end 72 53 375 

Naïve Bayes 

Classified as 

Class start other end 

start 443 8 48 

other 20 449 39 

end 58 11 431 

J48 

Classified as 

Class start other end 

start 481 3 15 

other 11 479 18 

end 15 0 485 

Random Forest 

Classified as 

Class start other end 

start 481 1 17 

other 14 476 18 

end 12 1 487 

K-nearest Neighbors 
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6. Discussion and future work 

This thesis focused on classifying YouTube buffer states and delimiting YouTube videos by 

labeling the video intervals with different playout phase classifiers. It relied on the previous 

research done in a field of classifying YouTube buffer states [9] and similar results were 

achieved regarding accuracy of machine learning based on buffer state classifiers. Dataset 

that was collected in the scope of this thesis consists analyzed and processed five hours of 

video playback on varying bandwidth. Application level and network traffic that were 

captured present solid basis for upcoming work, although, new measurements are 

encouraged, to provide more variety of the dataset.  

This thesis expanded previous research and introduced delimitation of video playout phases. 

Both of the classifiers were predicted with very high accuracy, being over 90% in some 

cases. This could indicate that the problem of classifying buffer states and playout phases is 

trivial, making the use of machine learning redundant. 

However, redundancy of machine learning approach should be further researched, and larger 

and more diverse dataset should be collected to prove the hypothesis that machine learning 

approach might be redundant. 

When it comes to features that are basis for machine learning prediction, they could be 

altered to test how the prediction changes based on different features. Existing features could 

be altered or removed, and new ones could be added. Alterations to the size of the sliding 

window that is used to calculate features could be changed to provide different features, as 

it has been observed that features calculated over larger sliding window were chosen as 

attributes more often. Also, approach of using more buffering states and playout phases 

could be introduced which might lower the possible redundancy of machine learning 

approach. 

Another important factor for execution of the experiments is the playlist of videos. Videos 

of a duration greater than 10 minutes should be introduced to assess the YouTube classifiers 

in that situation which corresponds to real-life scenario. 

With all things said, solid foundations are present upon competition of this thesis and 

different variations should be tested to understand YouTube’s behavior in a more intrinsic 

way. 
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Conclusion 

The main goal of this thesis was classifying YouTube buffer states and playout phases using 

the machine learning approach. YouTube playlist was created, and experiments were run 

following methodology already established at FER. YouTube playlist, consisting of 10 

videos, was played 5 times for each different script that was used. It provided data 

corresponding to 5 hours duration of repeated playlist and 50 different scenarios.  

Classification of buffer states and playout phases was firstly done manually, to create ground 

truth and prepare dataset for machine learning prediction of classifiers. Prediction was done 

successfully with high classification accuracy ranging from over 60% to over 90%. More 

sophisticated algorithms provided more accurate classification and it could indicate 

redundant usage of machine learning approach. 

Future work will focus on determining the right approach for classifying buffer states and 

playout phases, based on different approaches to feature calculation and introduction of more 

different classifiers. 
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Abstract 

This thesis researched ways to classify YouTube buffer state and delimit the playout phases 

of video. First part consisted of YouTube playlist creation and data collection. Collection 

was done on YouTube application level and capturing of network traffic between YouTube 

client and YouTube’s servers. Network conditions were simulated via previously developed 

script, that simulates real-life scenario on the LTE mobile network. That script was prepared 

in five different versions, with each version introducing different bandwidth limitations. 

YouTube application level data collection was achieved by using ViQMonWrapper 

application that run in the background and collected data from YouTube’s Stats for Nerds.  

Network traffic was collected using Wireshark and fields relevant to this thesis were 

extracted to separate CSV file.  

This CSV file was matched with file generated by ViQMonWrapper to produce dataset that 

can be used for machine learning-based prediction of classifiers. Generated dataset evaluated 

features of network traffic over a span of varying sliding window, to provide variety of 

features. To provide basis for the machine learning classification, the classifiers were first 

manually input into dataset. 

Final step was execution of machine learning algorithms to predict YouTube classifiers. 

Prediction was done successfully, with the Random Forest algorithm being the most 

accurate, providing accuracy well over 90%.  

Future work will focus on the features alteration to test the classification with different 

dataset and analysis whether the machine learning approach is needed for YouTube buffer 

state and playout phase classification. 

Keywords: buffer state classification, playout phase classification, machine learning, 

YouTube, encrypted network traffic, Quality of Experience 
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Sažetak 

Ovaj rad istraživao je načine klasificiranja stanja međuspremnika i razdvajanje faza 

reprodukcije YouTube videa. Prvi dio se sastojao od stvaranja liste YouTube videa i 

prikupljanja podataka. Prikupljanje je izvršeno na razini YouTube aplikacije i skupljanjem 

mrežnog prometa između YouTube klijentske aplikacije i YouTube servera. Mrežni uvjeti 

su simulirani prethodno razvijenom skriptom, koja simulira scenarije iz stvarnog života na 

LTE mobilnoj mreži. Ta skripta je pripremljena u pet različitih verzija, gdje je svaka verzija 

imala drugačija ograničenja propusnosti. Prikupljanje podataka s razine YouTube aplikacije 

je ostvareno ViQMonWrapper aplikacijom, koja se izvršavala u pozadini i prikupljala 

podatke iz Stats for Nerds opcije u YouTube aplikaciji.  Mrežni promet je prikupljen 

koristeći Wireshark i polja relevantna za ovaj rad su izdvojena u posebnu CSV datoteku.  

Ta CSV datoteka je uparena s datotekom generiranom od strane ViQMonWrapper aplikacije 

kako bi se stvorio skup podataka koji se može koristiti za predviđanje klasifikatora temeljem 

strojnog učenja. Stvoreni skup podataka je ocjenjivao obilježja mrežnog prometa u rasponu 

promjenjivog kliznog prozora, s ciljem pružanja raznolikosti obilježja. Kako bi pružili temelj 

za klasificiranje strojnim učenjem, klasifikatori su prvo ručno uneseni u skup podataka. 

Zadnji korak je izvršavanje algoritama strojnog učenja, kako bi se predvidjeli YouTube 

klasifikatori. Previđanje je izvršeno uspješno, a Random Forest algoritam se prikazao kao 

najtočniji, pružajući točnost od preko 90%.  

Budući zadaci će se usredotočiti na mijenjanje obilježja kako bi se testirala klasifikacija s 

različitim skupovima podataka te analiza je li strojno učenje potrebno za klasificiranje stanja 

među spremnika i faza reprodukcije YouTube-a. 

Ključne riječi: klasificiranje stanja međuspremnika, klasificiranje faza reprodukcije, strojno 

učenje, YouTube, šifrirani mrežni promet, iskustvena kvaliteta 

 


